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Abstract

While PKI applications differ in how they use keys, all applications shaee assumption: users have keypairs. In previous
work, we established that desktop keystores are not safe placesd@st@te keys, because the TCB is too large. These keystores
are also immobile, difficult to use, and make it impossible for relying pattieaake reasonable trust judgments. Since we would
like to use desktops as PKI clients and cannot realistically expect to redt#sgentire desktop, this paper presents a system
that works within the confines of modern desktops to shrink the TCB efmtePKI applications. Our system (callegecure

Hardware Enhanced MyProx{SHEMP)) shrinks the TCB in space and allows the TCB's size to vary tiver and over various
application sensitivity levels, thus making desktops usable for PKI.



SHEMP: Secure Hardware Enhanced MyProxy

|. INTRODUCTION key operation. Examples of credential repositories inelud

Because public-key cryptography can enable secure inf&fyProxy [17], hardened MyProxy [9], and SEM [2].
mation exchange between parties that do not share secret§ Previous work, we examined the security aspects of some
a priori, Public Key Infrastructure(PKI) has long promised ©Of the standard keystores and the their interaction with the
the vision of enabling secure information services in largéesktop [14], [15]. We concluded that software tokens are
distributed populations. A number of useful applicatiores bnot safe places to store private keys, and we demonstrated
come possible with PKI. While the applications differ ithe permeability of keystores such as the Microsoft default
how they use keys (e.g., SIMIME uses the key for messageP and the Mozilla keystore. Our experiments showed that
encryption and signing, while client-side SSL uses the key fin many cases, an attacker can eakiyjack either steal the
authentication), all applications share one assumptisersu Private key or use it at will.
have keypairs. In addition to being unsafe, standard software keystores

Where these user keypairs are stored and used is the prinfaye the disadvantage of being immobile. Once a private key
focus of this research. Traditionally, users either puirtkey is installed on a desktop, the only way to transport it to eot
on some sort of hardware device such as a smart card or USBchine is to export it and re-import it on the new machine.
token, or they place it directly on the hard disk such as inince this process can make the key vulnerable to attack, suc
browser or system keystore. Most modern operating systef@dutions may often offer mobility at the expense of segurit
(such as Windows and Mac OSX) include a keystore andAg& user populations become more mobile and begin to use
set of Cryptographic Service Providef&CSPs) which use the multiple devices, this immobility becomes more problemati
key. In fact, many cross-platform software systems, su¢hes Hardware tokens claim to solve both of these problems; they
Java Runtime and the Netscape/Mozilla Web browser includet the key off of the desktop and give users mobility. We
their own keystore so that they may use a user's keypaixperimented with these devices and found that an attasker i
without having to rely on the underlying OS (thus enhancintypically still able to use the key at will. However, with pest
portability). to mobility, devices such as USB tokens can add some benefit,
provided that the appropriate software is installed on each
A. Keystores machine and that users use supported OSes (but the tokens

] ] . we experimented with did not have Apple or Linux support at

Most keystores fall into one of 'four baS|c.categor|es: Ane time of our experimentation).
software tokerstores the key on disk (m(_)st likely in SOME \ve concluded that the security problems of software and
sort of encrypted format). Examples of this approach inelug, 4y are tokens stem from the facts that Tested Comput-

tbhe default hCS(;D for Wirl:dows andhthekMozillglNet:cape Q’V‘?Hg Base(TCB) is too large and ill-defined, and that usability
rowser. Ahardware tokerstores the key and performs ®Yissues make it hard for users and application developers to

operations. The interaction between an application anétefie «j, e right thing” [14], [15]. These shortcomings make

is tyPiCQ”V medigted by th_e 0S (alth_ough_ in some cases, tneimpossible for relying parties to make reasonable trust
application may interact with the device directly). In arder l!udgments about the system
e

the OS or application to be able to speak to the token, theato
vendor must provide a driver for the device which adheres toSecure Coprocessors§ecure coprocessors are a combina-
one of the two common standards for communicating wition of physical armor and software protections that create
cryptographic devices: the CryptoAPI (CAPI) for Microsofta device that possesses a different security domain from
and RSAs PKCS#11 for the rest of the world. Exampleiés host machine. Such devices can be used to shrink the
of hardware tokens include the Aladdin eToken and Spyrd§€B, and have been shown to be feasible as commercial
USB tokens, as well as more powerful devices (sometimpgoducts [3], [29] and can even run Linux and modern build
referred to agryptographic acceleratorer Hardware Security tools [6]. We have explored using secure coprocessors for
Modules (HSM)). A secure coprocessastores the key, can trusted computing-both as general designs (e.qg., [20]) as well
perform key operations internally using cryptographicdhar as real prototypes (e.g., [7])—but repeatedly were hampered
ware, and can even house the applications directly, suchlastheir relatively weak computational power. Their relaty

the IBM 4758 [3], [29]. These devices can also be used high cost also inhibits widespread adoption, particulaaty
cryptographic accelerators or HSMs. ghedential repository clients. Their lack of ubiquity, coupled with their some&m

is a dedicated machine that stores private keys for a nunfbewkward programming environments lead us to conclude
users. When a user Alice wishes to perform key operatioriBat secure coprocessors are difficult to use, especiatly fo
she must first authenticate to the repository. The repgsitg@pplication developers.

then certifies a temporary key with Alice’s permanent key via In other previous work, we used thEusted Computing

a digital signature, or actively participates in the regegs Group’s (TCG) specifications and hardware (a device known



as theTrusted Platform ModuldTPM)) to secure an entire Section V applies those tools to build the SHEMP system. In
desktop [10], [12], [13]. While the security properties ofrouSection VI, we offer an evaluation of SHEMP and Section VI
platform (calledBear) are not as strong as a secure coprocessmncludes.

such as the IBM 4758, our approach shrinks the TCB of a

general purpose desktop. II. THE PROBLEM

Credential Repositories Credential repositories can pro- 1he problem that we are attempting to solve is that modern
vide safe storage facilities for private keys as well as giesktops are unsuitable for use as PKI clients. They cawallo
users mobility. The repository approach allows an orgditiza & USer’s private key to be stolen or used at an attacker's will
to focus security resources on the repository, thus progidithey make it difficult for users (and application authors) to
economies of scale. In terms of secure key storage, repiesitodo the “right thing”, they are inherently immobile, and they
significantly shrink the TCB. The private key no longer rsliedo not allow relying parties to make good trust judgments
on a general purpose and buggy desktop for safe storage, 3@ut the system (i.e., they allow the key to be used for
instead on a dedicated server which is presumably admirfi@nsactions which the user was not aware of or did not iftend
tered by a professional. Repositories allow users to atchegs A more detailed description of the experiments used to draw
private key from multiple machines, thus giving them maili this conclusion can be found in previous work (see [14], 15]

However, when a user Alice wishes to use her private ké@is section presents a brief analysis of some of thosetsesul

to perform some operations, she must either bring it to hersoftware A major cause of the problem is the complex-
desktop, or design or use a protocol which allows her to Ugg of modern software. This complexity makes it difficult
the private key on the repository and rewrite her applicatiar impossible for users to draw conclusions about a given
to use the new protocol. Thus, repositories can be difficult &omputa[ion’s results. Comp|exity also decreases th@gyst
use, especially for application developers. usability, and decreased usability often results in dezea
Recently, a credential repository has been developed by 8&urity. Complexity also expands the set of software thatm
Grid computing community which provides both security ange trusted in order for the system to operate correctly. Féis
mobility to clients. Their repository is calleyProxy [17],  of software is often referred to as the TCB. A good discussion
and there have even been efforts to harden a MyProxy repasithe TCB can be found in the “Orange Book” [18]. A smalll
tory by using an IBM 4758 for key storage and cryptographigCB minimizes the attacker’s target and maximizes the oanc

operations [9]. for developers to build secure systems.
Placing a private key on such a complex system is problem-
B. The Problem atic. By exploiting the complexity, it is possible for anaatker

. L . to trick users into giving away their key directly, or usear f
o e b g 2poses wch tey e unavare o o da ot iend.
mobility, and must allow 1re|ying parties to r,nake reasonab explomng t_he fact that S0 much of a complex.system needs to
7 . L . e trusted in order for it to behave correctly, it is possiiole
trust judgments. As we have discussed in this section, nbne_o . . :
the current approaches meet this criteria, an qttac_ker to elth_er get the E<ey directly, or be able to use it
at will without alerting the key’s owner. We found that gegi
SHEMP The status quo is not satisfactory. Since we cannohe user-level executable (i.e., duyjacking malwargto run
redesign the entire desktop and expect anyone to useoit, the client is enough to accomplish a successful attack.
our solution must operate within the confines of modern
desktops. Additionally, in order to remain usable to apgilam
developers, it must adhere to common development paradi
and practices.

Our solution (SHEMP) builds on MyProxy, secure har the likelihood of key theft as well as shrink the amount of

‘t’Vife* ar:jd p(illcy tofols.t Wf‘_ iXtEn? the MyProxy approach k%ftware which has to be trusted in order for the system to
axing advantage of potentially neterogeneous secur be secure. At first glance, it would appear that just the devic

on the client and repository. We also extend the MyPro>%/nd the software which provides access to the device (i.e.,

design by exploring the use chr0>'<y Qertificates(PCs) fo'r its CSP) need to be trusted. We found that relying on such a
applications beyond mere authentication. We useetiensi- device is also problematic. While putting the private key on

ble Access Control Markup LanguagACML) to provide a token gives some physical security and makes it harder to

a mechanism which allows users to specify their key usagbal the key, we found that it does not shrink the TCB (since

op_tions based on the client and repository properties. We hal‘he adversary can still borrow the key via host-side atfacks
built a SHEMP prototype and constructed a testbed and hav ecure coprocessing is an improvement from a security

condupted performance and user studies. The repository R dpoint, but it is not a magic bullet either. From a padti
one client currently run on our Bear TCPA/TCG platform. Al tandpoint, high end devices such as the IBM 4758 are far

of this code will be available for public download. too expensive to deploy at every client. On the other end of
This Paper Section Il examines the problem in detail andhe spectrum, lower priced devices (e.g., the TPM) cannot

Section Il discusses the criteria that a solution to théofgnm withstand many common attacks (such as hardware attacks,

should meet. Section IV discusses the SHEMP toolkit ammat attacks from root) without additional measures (e.gd, ai

Hardware Many in the field suggest getting the private key
off of the desktop altogether and placing it in a separatarsec
Y&ice of some sort. Taking the key to a specialty device
uch as an inexpensive USB token would seem to reduce



from the processor, such as what is being considered in thestem to be secure; just one well-crafted piece of malware
literature [8], [16], [30], [31]). can subvert the entire desktop, rendering it ineffectiveaas

Immobility In addition to the security and cost consid-PKI client.

erations mentioned above, the desktop PKI client paradigmThe TCB and Secure Hardware Secure hardware can
suffers another problem: immobility. Modern computing enreduce the size of the TCB. Highly secure devices such as
vironments are becoming increasingly distributed and usgle IBM 4758 [3], [29] can effectively create an entirely
populations are becoming increasingly mobile. Moreove, t separate security domain from their host. Since the dewase h
number of computing devices that a typical user owns i general-purpose OS, it can house applications as well as
growing. It is not uncommon for someone to own a desktopyitical data (e.g., private keys), thus eliminating thedéor
a laptop, a cell phone, and a PDA. Which device(s) shoulle private key to come in contact with the host desktop at
house the private key? all. The end result is that the entire TCB can be placed in
One proposal is to use inexpensive tokens such as USEch a device and be totally protected. However, as disdusse
tokens and allow users to carry their token with them acrops Section |, devices like the IBM 4758 are expensive, which
devices and computing environments. This approach hapr@hibits their widespread use on client platforms.

number of drawbacks in addition to the security problems \yhjle few devices can isolate the TCB to the extent of the
mentioned above. First, some devices may not have the proggy 4758 other devices can reduce the TCB. For instance,
hardware or software installed, or may not have support alt,c,;]any HSMs can get the key off of the desktop, perform
gether. Second, a particular machine may not be trustwortRyy, operations internally, and protect against physicaicat
or may have malware installed which abuses the private keyowever, the applications may still live on the desktopyiea
Again, putting the private key in a token does not shrink thge device only as secure as the CSP and leaving part of
TCB. . the TCB on the desktop (hardened MyProxy follows this
Another proposal is to move the key around on sOomg,yroach [9]. Other approaches, such as our “Bear” [10], [12
removable media (e.g., a floppy) and export the key t0 SOE3] project and others [25], can use a TPM to extend a weaker

intermediate format (e.g., PKCS#12) and then import thgye| of security to the entire desktop. This may be suffigien
key at the destination. This approach suffers a number (ﬂ’épending on the threat model.

drawbacks as well. First, some devices may not support the .
media—e.g., we are unaware of cell phones with floppy drives.Use Secure Hardware When Availableln SHEMP, ma-
Second, the intermediate format may be insecure (e.g.,tas Pehines which house users’ private keys are cakeg reposi-

Gutmann has demonstrated with hiseakns [5] tool). tories Machines which actually use the key on a user’s behalf
are calledclients We envision (and prototyped) a heteroge-
[Il. CRITERIA FOR A SOLUTION neous environment, where machines (both repositories and

clients) may have very secure hardware such as an IBM 4758

In order for any proposed solution to succeed in makinge . e coprocessor, less secure hardware such as our “Bear”
desktops usable for PKI, it must address a range of |SSqu§tform of no secure hardware at all

including security, _usat_)lhty, anq mobility. For the sotut Organizations which aim to provide high levels of security
to be of any practical interest, it must safely store and use

. ! S o will adopt a threat model which assumes a powerful attacker.
the private key, give application developers flexibility ileh o
B : Under such a threat model, key repositories should be able
maintaining security, match the model of real world user’ . .
: . : withstand a wide range of attacks. For instance, an orga-
populations, and allow relying parties to make reasonabfe V" .
; nization may wish to assume that an attacker can get root
judgments about the system. L oo . . .
privileges on the repository’s host machine. This wouldlymp
_ that the attacker can watch any process’s memory, and run any
A. Security code of his choice on the host. Furthermore, the organizatio
The notion of security is difficult or impossible to quantifymay wish to assume that an attacker has physical access to the
in a practical system. Within a formal framework, one cagécure hardware holding the private keys and can attempt to
prove that a system is secure, but once the formal framewoggform local hardware attacks. As a result, that orgaiciaat
give way to implementations, problems often arise. We |ggpository should be able to resist local physical and suftw
the operating definition of security in this paper involvéttacks, and should refuse to disclose any user's private ke
minimizing the risk, impact, and window of opportunity foreven if the attack is running with root privileges. In praeti
misuse of a user’s private key. this may involve using a device such as an IBM 4758 to

N s . _ house the repository, thus giving the repository a differen

TCllé f'\A'nI'DrE'IZ'ng F'SI,:_'ThetT%B ?hnd Sgcm:rlt)k/We dzﬂtr;]e thet security domain than its host. The threat model for clients

or _applications 1o be he private key and the se ay be different, and a successful solution should allow for
software which stores and uses the private key dwectly.,(e.a

L uch variations and be flexible enough to accommodate slient
Ilbrarlgs that make up cqnstructs such as the CryptoAPE. T ith a range of security levels, as well as provide a means for
security trouble of Section Il results from the fact thatsthi

o X . . 'expressing those security levels.
set of software is intertwined with the OS and applications P g y

(such as Internet Explorer), and no clear boundaries eXigt. Moving the TCB off of the Desktop Roughly speaking,
result is that the entire system must be trusted in orderi®r tthe larger the desktop-resident TCB, the greater the risk of



key disclosure. If we assume that client machines will bgrogrammable with modern tools, and must also allow easy
running standard OSes, then we should minimize the amoundintenance and upgrade of its software. Forcing devedoper
of the TCB that resides on the client machine. The idetd conform to awkward or constraining mechanisms limits the
scenario is one in which no part of the TCB comes into contagsability of the system from a developer’s viewpoint.

with the client machine, although this approach also makes

desktops unusable as PKI clients (as no part of the desktopg:— Mobility

including applications—can be used in any PKI operation).’ ) ) o
A compromise could consist of keeping the TCB out of the The third feature that a proposed solution must provide is

reach of a desktop until some portion of the TCB is neede@obility. Modern user populations increasingly use migtip

and only then, would we embed part of the desktop in tfRomputing platforms from multiple locations. Many current
TCB. PKI systems either make it difficult for the user to move their

2) Minimizing Impact: In order to minimize the impact of private key or make it vulnerable to attack during and/oetaft

a key disclosure and the window of opportunity for an attackd@nsit. A PKI solution must allow users to move throughout
to misuse the key, we need some way to control the lifespl{ifir domain, and across their computing platforms. Most
during which a compromised key can be used. A short ké@)pgrtantly, the sol.ut|on should not put the prlvatg keyisk r
lifespan reduces the opportunity for misuse. However, ijst O! disclosure any time the user moves geographically or uses
suing short-lived private keys to the population would &ase different devices. A good solution should take into accahat

the already cumbersome administrative burden of the PKI, &dstworthiness of the client platform, thus disallowihg key

users would have to be re-keyed frequently. To remedy thisi&Migrate to untrustable client machines (or severelytigi

number of systems rely odelegationto control the lifespan 'S US€)-
of a user’s credentials. By using delegation, we can issue a
temporary credential which, when evaluated in conjunction IV. OUR BUILDING BLOCKS

with a long-term credential such as a PKI certificate, allows oyr primary building blocks consist of three categories:

a relying party to make a reasonable trust judgment. Shoydtredential repositoryMyProxy) anddelegation framework

a short-term credential be compromised by an attacker, {ifoxy Certificates (PCs)) which are used to get keys off of
attacker can only misuse the temporary credential for atshge desktops and give users mobilisecure hardwaravhich
period of time, thus minimizing the impact and window Otan pe used as the basic keystore, both at repositories and

opportunity for misuse. clients, when available; and @olicy languagewhich is used
to express key usage and delegation policies at the reppsito
B. Usability as well as express attributes of repositories and clients.

The second feature that a proposed solution should provide B
is usability. Users, administrators, and application ttgwers A- MyProxy and Proxy Certificates
must be able construct accurate mental models of the systeniThe first component we use to build SHEMP is the MyProxy
From a user’s perspective, the system must be easy to usecrédential repository, which we use to shrink the TCB ane giv
design strategy which can enhance usability involves Bidilusers mobility [17]. MyProxy was originally designed toca¥l
complexity from the user. Clearly, there is a balance @rid users to obtain and delegate access to their credential
be achieved; hiding too much complexity can have adversem multiple locations on the Grid. Modern versions of
effects, as can exposing too much. The system should hidgProxy [9] use the repository to store a long-term credwnti
enough complexity so that users are not overwhelmed thus getting the private key off of the user's desktop altoge
configuration options (in which case, they are likely to rsisu (in fact, Lorch et al. [9] store the key in an IBM 4758 at the
and/or misconfigure the system—most likely resulting in seepository). When a user, or process running on a user'sfyehal
curity trouble). However, enough complexity should beblisi needs to use a credential for authentication or authooizati
so that users can construct a valid mental model of the systétogs in to the MyProxy repository and requests that a short

The requirements for an administrator’s view can be difived PC be generated. The PC along with the user’s long-term
ferent. Typically, an administrator is a special entity whes credential can then be used for authentication or authigriza
a deeper knowledge of the system, and as a result, can b&he MyProxy system is attractive for two reasons. First,
burdened with some of the complexity. In many scenarios,gets the user's private key off of the desktop entirelyg an
it is the administrator’s role to insulate the end user frohus shrinks the TCB. When a user or process needs to use
complexity. However, in order to deal with this complexitya credential, the TCB expands to include the desktop (via
administrators should be given tools which aid in systenelegation)—but only for short period of time. This approach
configuration and use. Furthermore, the toolkit should makérinks the TCB in space and time which, in turn, gives
it difficult for administrators to do the wrong thing, and gasMyProxy a security advantages over the standard desktop PKI
for them to do the right one. approach. Second, the MyProxy system gives users mobility.

In order to get parties to write applications for the systengince the user’s private key is stored in a central location,
it should expose common programming paradigms to devebn be accessed from many locations without having to be
opers, and allow them to use the solution to build and depltyansported by hand (i.e., exporting/re-importing or gsa
real applications. This requires that the platform mustdmly protocol like Sacred [22], [23], [24]).



Proxy Certificates The second component we use ife.g., [10], [12]), and a summary of the attestation medrani
SHEMP are PCs. PCs allow us to expand the TCB for ttan be found in earlier work [10] as well as the literature
cover a client machine for a short period of time. We choge.qg., [19], [25], [32], [33], [34]).

X.509 Proxy Certificates for a number of reasons. First, they
are standardized by the IETF and are awaiting an RFC numper Policy

assignment. Second, because they are X.509-based, they cq_nhe last tool we use in SHEMP is a policy framework. In

be used in many places in the existing infrastructure that ) : .
are already outfitted to deal with X.509 certificates. ThircP,rder to enhance SHEMP's the expressiveness and usability,

they are widely used in the Grid community and are uself want to giye USers a way to relgy theirwishes regarding key
in the MyProxy system and in the dominant middlewardSa9¢€ tc_’ relying parties and applications—and to the SHEMP
for Grid deployments: the Globus Toolkit [4]. Fourth, the)fys’tem itself. I_:urther, we want the SHEMP. system to_ be able
allow dynamic delegation without the help of a third part)}o convey attributes of both key repositories and clients to

allowing clients to obtain a PC without having to endure th@llylng partlies. h licy f K should all Vi
cumbersome vetting process at fBertificate Authority(CA). n ogebro e, the po Icy ramgvcvofr S ?Al: a owba reblylng
Last, the PC standard define$?eoxy Certificate Information pgrty 0D, Upon Tecenving a r from \ ice, to be able to
(PCI) X.509 extension which can be used to carry a wi scover the conditions under which Alice’s PC was generate
variety of (possibly domain-specific) policy statementsy(e hen, Bob can decide for himself whether to trust Alice,
XACML statements, discussed below). given her current environment. As we will explore in detail

' in Section V, SHEMP administrators assign attributes to
clients and repositories. When Alice makes a request for the
B. Secure Hardware repository to generate a PC for her, the repository willudel

The third component we use in SHEMP is secure hardwaf@e attributes of the client desktop and the repository &R

which allows us to shrink the TCB of each machine. OVé}S'eIf (in the PCI extension). These attributes esseptddfine

the years, our lab has built a number of systems whiéificé’s TCB. When Alice presents her PC to Bob, he can
involve and/or enhance secure coprocessors. Secure hardg¥amine the att’rlbutes himself, and then make a trust decisi
is interesting in the context of SHEMP because it can be us@gsed on Alice’s TCB.
to reduce the size of the TCB, thus reducing the risk of a key!n @nother role, the policy framework should allow a key-
disclosure. holder Alice to express her wishes about uses of her private
Most of our initial systems were constructed around tH&Y—potentially based on the security level of the repogitor
IBM 4758, as the second author brought it to the PKI LaBnd .end client platform. For_examp"?' users may wish to
from IBM [3], [26], [29]. Members of our group have usedStrict access to cryptographic operations that the itpps

these devices to enhance privacy [7], harden PKI [11], [zﬂl,ill perform with their private key; applications may wish
and enhance SIMIME [20]. to restrict certain data or operations. Without this ajpila

e%Jccessful attacker could fully impersonate the victim se u
secure storage facilities, cryptographic acceleratiod,aplat- 1€ Victim's key for any operation. The policy framework rus

form on which to run third-party applications. The IBM 475§Je fle?dble er?‘?ugh t.o allow SHEM,P administrators to specify
is a very secure device, having been validated to FIPS 14(51_<1ma|n-spe0|f|c attrll?ute_s to machines, and easy enougtetc_) u
Level 4. It can withstand both software and hardware attacl@a_t users and application (jevelopers can construct pslici
and effectively provides a different security domain frot | Which accurately govern their resources. _

host machine. A useful feature of the IBM 4758 is what it calls W€ Chose to use XACML [35]. XACML is an XML-

Outbound Authenticatiofknown asattestationin many other Pased language for expressing generic policies and agsbu

contexts), which enables applications running inside af t{* Policy Decision Point(PDP) takes a policy and a set of

IBM 4758 to authenticate themselves to remote parties [2 t_tnbutes, and makes an access control decision. We chose

A good overview of the IBM 4758 and its capabilities can b8 ACML because it is generic enough to express a wide range
found in the literature (e.g., [3], [26], [29]) of attributes, and has an open-source implementation [21]

Iwhich is implemented in the language of our prototype: Java.

coprocessor out of commodity hardware. Our initial desigth aAS we V\.’i" ShO\I/.V in Selc:tionhylr; itis IEJOSXS,L%?\AT build XACMIF]'
prototype was based on the TCG specification (see [19], [3 ,ne:cratlng policy tools Wd'c n|1_a © devel easy enough to
[33], [34]) and was called “Bear” [12]. The Bear platform">¢ for administrators and application developers.

is less secure than the IBM 4758. It does provide a meangTo reiterate, the use of policy helps protect Alice from

to ensure file integrity for files which a possibly remot&@dversaries at nonsecure client machines from repeatédly o

Security Admindecides are necessary. However, since tﬁgmmg fraudulent short-lived credentials—because théeypo

design is based on the TCG specification and hardware,"\’i’{I limit the power of these credentials.

is susceptible to local hardware attacks, as well as attacks

from root [10], [12]. Bear has a mechanism which allows it V. SHEMP

to “attest” to the integrity of the platform when challenged The goal of SHEMP is to allow a relying party Bob to be
The TCG specifications refer to this mechanisnatisstation able to make valid trust judgments about Alice upon recegivin

More information about Bear can be found in previous wor& Proxy Certificate from her—and this validity must reflect

The IBM 4758 is a secure coprocessor which provid

More recent projects have involved constructing a “virtual



the opinions of Bob and Alice about the desktop infrastruéuthority verifies Alice’s identity on the CAs behalf). Once
ture involved. Bob should have some reason to believe ttihe CA believes Alice’s identity is authentic and that shensw
Alice authorized the issuance of her Proxy Certificate fahe private key, the CA will express its trust in Alice in the
the intended purpose(s), and that the private key desciibedorm of a CA-signed identity certificate. This relationsh#
the Proxy Certificate is authentic. Equipped with the todls depicted as a dashed edge from the CA to Alice in Figure 1.
Section 1V, we designed and implemented the SHEMP systemFor an application running on Alice’s machine (Matisse) to
When a user Alice wishes to use her private key, she logsist certificates signed by the CA (such as Alice’s), it lisua
into the SHEMP repository from her client desktop, geneneeds to have the CA certificate installed. This relatignghi
ates a temporary keypair on her desktop, and then requesisresented by the edge from Matisse to the CA in Figure 1.
a PC which includes the public portion of her temporaryo illustrate a concrete example of the necessity of this
keypair and is signed by her permanent private key on thelationship, assume that some organization uses S/MIME
repository. The PC is only valid for a short period of timemail. If Alice and Bob both have identity certificates sigrisd
and includes a snapshot of the environment in which the Rite CA and Bob sends Alice a signed message, then Alice’s
was generated. This snapshot describes the securityuésib mail program needs to know Bob's certificate and it needs to
of the repository and client desktop, and allows applicegio trust the entity which vouched for Bob’s identity (the CA).
to decide for themselves how trustworthy the private key In addition to the three familiar parties described above,
described by PC really is. The SHEMP system attempts toe SHEMP system introduces three moreRepository Ad-
leverage secure hardware when it can, but it does not requiniistrator (R in Figure 1) who runs the key repository(s), a
secure hardware. Concretely, SHEMP allows keypairs on tR&tform Administrator(P in Figure 1) who is in charge of
repository and the client to be generated and used in sective platforms in the domain (such as Matisse), and at least
coprocessors. Additionally, the framework for describthg one key repositoryRep 0in Figure 1).
security attributes of repositories and client desktopewe The Repository Administrator is in charge of operating
users and administrators to express the presence andyqudilie key repository. Since the repository contains the entir
of secure hardware—and relying parties to use this infolnatipopulation’s private keys and is thus a target for attacks,
when making their trust judgments. Section VI will providét must be maintained with care. Concretely, the Repository
more detail. Administrator is in charge of loading private keys into the
repository and vouching for the repository’s identity aedis
rity level (these will be discussed below). Thus, it is neeeg
for the CA to trust the Repository Administrator. Since the
Platform Repository Administrator is a member of the CA's domain (in
Cert! fact, probably part of the same organizational unit—such as
5 Dartmouth College Computing Services), it trusts the CA as
I well. This relationship is depicted by the edge connectirgy t
Repository Administrator to the CA in Figure 1.

Riepository
. Cert

Mat. The Platform Administrator is in charge of the platforms
I S S that end users (e.g., Alice) will use. At the base level, the
(CAl[CAl[CA RIIP : Platform Administrator has the same responsibilites as a
}?{ }T{ }T{ }@ Mat, typical system administrator: configuring machines, ifista

--------------------------------------------------- ’ and upgrading software, applying patches, etc. Additignal

Fig. 1. In the SHEMP system, the circles represent individuals épe Platform Adrr_linist_rf_itor is in charg_e of Creati_ng an(_j \ouc
organizations and the boxes represent machines. The arrows indi#age for platform identities and security properties (dissed
trust relationships between the parties; an arrow feérto B means below). Since the Platform Administrator is in charge of the

“A trusts B". The boxes inside of the dashed area represent certifipdes that will be using the keys stored in the repositosy, th

cates. In this figure, all three certificates are signed by the CA, must trust the Platform Administrator. Since the Platfor
are issued to the Repository Administrator, Platform Administrato )

and Alice respectively. The administrators issue identity certificates'{gtﬁjminis'[r""tor is a part (_)f the CAs _don_1ain (again, possibly
the repository and Matisse. The dashed edges indicate the issuin§@ft of the same organizational unit), it trusts the CA. The
a certificate, and the resulting certificates are added to the certificegdationship is shown in Figure 1 as the edge connecting the

store. Platform Administrator to the CA.

A. The SHEMP Architecture The last entity in\{olved is the actuf';ll k'ey .rgpository which
holds the users’ private keys. As with individual platforms

The Players Initially, there are three familiar parties in-(e.g., Matisse), the repository trusts the CA. This retetiop

volved in SHEMP: a CA, a user AliceA), and a user’s makes it possible for entities with CA-signed certificates

machine (Matisse). As in any typical PKI, Alice trusts her CAo establish SSL connections to the repository. Since the

to certify members of her population (including herselfnisT  repository trusts the CA, it believes the identity of an gnti

relationship is depicted as a solid arrow from Alice to the CAvith a CA-signed certificate. This relationship is repreésdn

in Figure 1. In order for the CA to trust Alice, it must believeby the edge between the repository and the CA in Figure 1

her identity and that she has the private key matching theThere could be more entities involved in the system. For

public key in her certificate request (typicallyRegistration example, there will most certainly be multiple users (e.g.,



Alices) and platforms (e.g., Matisses). Further there ¢dad present, the TPM’s Endorsement Key could be used, providing
any number of CAs in virtually any valid architecture (hiera more secure identifier than a hardware MAC address (which
archy, mesh, etc.). There could also be multiple repos#oriis easily spoofed). In our prototype, we protect it with the
with different Repository Administrators, as well as mpiéi Bear/Enforcer SA's security policy. If the TPM or the LSM
Platform Administrators. The only constraint that must bdetect tamper, the private key becomes unavailable.

enforced is that the multiple parties form a valid chain of . o i .
certificates. The set of entities in Figure 1 is the smallest s Attribute Certificates Setup The final phase of setting

which is necessary and sufficient to describe the system. up the _system _|_nvolves ISsUIng attrlbute_ c ertificates to the
appropriate entities. These attribute certificates arel use

Identity Certificates Setup The way SHEMP (and PKI in bind the security level of the machines (i.e., the reposgitor
general) represents trust is via certificates. From thealnitand client platform) to the machine’s identifier, and to band
trust relationships between the entities in Figure 1, a remluser’s delegation policy to the user's identity.
of certificates can be immediately issued. Figure 1 illusga As the Repository Administrator Configures the repository'
these initial certificates; they are contained in the dagied he must also assign some domain_speciﬁc Security levekto th
which could possibly represent an LDAP directory where sisefepository. We assume the enterprise already has developed
go to locate certificates. security profiles for machines. Concretely, the securitielle

The certificates are issued from the CA to entities whidk expressed by the Repository Administrator generatirdy an
have a mutual trust relationship with the CA. Since thsigning some XML attributes for the repository. The idea is
administrators and Alice all have such a relationship wii t for the administrator to make some signed XML statements
CA, they are all issued identity certificates. The certisatot such as “This repository runs on a Bear platform”, “This
shown in Figure 1 are the CA certificates which are install@gpository is in a secure location and guarded by armed
at the key repository and at the platform. As previouslyuards.”, etc. These attributes can be arbitrarily compex
discussed, these certificates are necessary to allow tlikegs are stuffed into a signed XML statement called Bepository
client-side SSL connections, and are represented by the oagribute Certificate (RAC). The RAC is identified by the
directional edges in Figure 1. same identifier that the Repository Administrator used & th

The first phase of setup begins when machines are addrepository Identity Certificate, and thus binds the repogito
to the domain. As a repository is added, the Repositoitg XML attributes. The RAC is then signed by the Repository
Administrator must take a number of steps to set it up. Firgsdministrator and placed in a well-known location, such as
he must generate a keypair for the repository. This keyair can LDAP directory. This procedure is shown in Figure 2.
be generated in a number of ways depending on what type ofAs the Platform Administrator configures new machines,
platform the repository runs on. For instance, if the refoogi she constructs some XML attributes for the platform andsign
runs in a IBM 4758, then the keypair ought to be generatgdlem. These attributes are expressed in XML, and can state
there, so as not to be compromised. If the repository runs any domain-specific properties that the Platform Admiaistr
a Bear platform, then the keypair should be generated insidels are important in determining the security level of the
of the TPM. machine. Examples may include statements such as “This

Second, the Repository Administrator binds the publimachine is inside the firewall”, “This machine is a Bear
portion of that keypair to an identifier for the repository. Aplatform”, “This machine was patched on April 21, 2004”",.etc
repository could be identified by a name, a hardware MAOke the RAC, these attributes can be arbitrarily compled an
address, the hash of the newly-generated public key, et. ®re stuffed into a signed XML statement called tatform
only restriction that SHEMP imposes is that this identifieAttribute Certificate (PAC). The PAC is identified by the
uniquely identify the repository. The binding of the puldtiey same unique identifier that the Platform Administrator used
to the identifier is accomplished via the Repository Idgntitto identify the platform in the Platform Identity Certifieat
Certificate issued by the Repository Administrator (degmict Again, machines with no secure hardware may be identified
as the certificate issued from the Repository Administrador by a hardware MAC address, whereas a Bear platform may be
Repository0 in Figure 1). A similar procedure is performeddentified by the TPM’s endorsement key. In any case, the PAC
by the Platform Administrator each time a new machine kinds the client platform’s identity to its XML attribute$he
added to the domain. PAC is signed by the Platform Administrator and is placed

First, the Platform Administrator generates a new keypair 8 @ well-known location such as an LDAP directory. This
the platform, using the most secure method available togt,(e Procedure is shown in Figure 2.
an IBM 4758 or a TPM). Second, the Platform Administrator The last part of the setup occurs when a user Alice visits the
binds the public portion of the keypair to a unique identifie€A for the first time in order to get her identity certificate is
for the platform. This binding is represented as the Platforsued. Alice goes through the standard identity vetting gsec
Identity Certificate (depicted as the certificate issuednfroeventually proving her identity to the CA. At the CA, Alice
the Platform Administrator to Matisse in Figure 1). As withalso gets a chance to express Keyy Usage PolicKUP),
the repository, SHEMP is agnostic to the specific mechanismhich governs how her key is to be used. For example, Alice
used to identify the platform, but administrators shoul@ usnay specify “If my key lives in an IBM 4758 repository, and
the “least spoofable” identifier possible. (Recall that we al request a Proxy Certificate from a Bear platform, grant the
focusing on minimizing risk.) For example, if a TPM isProxy Certificate full privileges. If my key lives in a Bear



itory software uses Matisse’s identifier to look up Matisse’
PAC. The repository may also fetch Alice’s identity certifie

¥ and KUP if it is not locally stored on the repository (posgibl
i Latiioe 10 save space on the repository). Once the repository has
Certificate/Certificate  gathered all of the policy information about the Matisse and
¥ Alice (e.g., the PAC, KUP, and Alice’s identity certificate)
it will acknowledge Alice’s and Matisse’s authenticati@nd

L
Repository Repository
Attribute 1 1 Identity
Certificatg ,Certificate

A A waits for a Proxy Certificate request from Matisse.
i Matisse will then generate a temporary keypair for Alice to
use. Again, this may be generated a number of ways depending
ettty olytetelelet v on the resources available to the client. For example, if the

. Rep. PTat. Rep Adin[ CA ] Pla Ad . R . -

| CA [ CA ] CA Rzp_ o aiee] sl + client is a Bear platform, it could generate a keypair in the
a A Alice | |Rep. 0| |Matiss¢  [xmLaw) [ KUP ] [xuLaur TPM so that the key will never leave the TPM. If the client is
LAgmin Admin y
emmmmmmmmmessseoeeoeseosssooosoooooooeoooeo ' a standard unarmed desktop, it may generate a keypair with
Fig. 2. The administrators issue attribute certificates to the repositd@P€NSSL. In any event, Matisse generates an unsigned Proxy

and Matisse which contains their security level expressed in XMCertificate containing the public portion of the temporaey,k

The CA issues an attribute certificate to Alice which contains her Keynd sends it to the repository to be signed by Alice’s private
Usage Policy (KUP). The KUP is an XACML policy which specifiesKey_
Alice’s policy.

The repository must then decide if it should sign the request
with Alice’s private key. The repository takes the security

repository, and | request a Proxy Certificate from any maghiffVels Of itself and Matisse (contained in the RAC and PAC,
outside the firewall, allow my key to be used for encryptiofESPectively) and generates an XACML request containing
only. etc.” This KUP is expressed as an XACML policy, andhe attributes. This XAC.ML request and Allce_'s KUP are
is signed by the CA. The signed KUP is identified by Alice'dhen evaluated to determine whether the operation is atiowe

name and is placed into the LDAP along with her identitFoncretely, an XACML PDP running on the repository as
certificate. part of the repository software will make this decision.Hét
Again, the automatic use of Key Usage Policies hemgoeratlon is allowed, the repository will place the atttésl

protect Alice from adversaries at nonsecure client mashindoUnd in the PAC and RAC, along with Alice’s KUP into the
by limiting the power of these credentials. Proxy Certificate’s PCI extension, and then sign the Proxy

) ] ) ~ Certificate with Alice’s private key. Placing the attribsitand
The System in Motion Once setup is completed, Alice iSKyp into the PCI allows the Proxy Certificate’s relying party
free to wander throughout the domain and use her key. gl see the security properties of Alice’s environment. The
example, assume that she needs to register for classes Vigigfed Proxy Certificate is then returned to Alice.
SSL client-side authenticated Web site. Alice begins byifigd Ajice now presents her Proxy Certificate which, along with

a computer which is acting as a client (i.e., has our SHEM{y, jgenity certificate, form a chain: one which includes he
client software installed, and has an Platform Identityt@ler ., public key which is signed by the CA, and an X.509 Proxy

cate and PAC in the directory). For illustration, assume@\li ~qtificate which contains a short-lived temporary pubky,k
walks up to the client named Matisse. Matisse first conne ned by her real private key.

to the repository and establishes a client-side SSL coimmect
The Repository and Platform Identity Certificates are usedDecryption, Signing, and Authentication Traditional PKI
to negotiate this connection. Recall that the Repositony akses of private keys include decryption, signing, and authe
Platform Identity Certificates are signed by the appropriatication. The PCs generated by SHEMP can by used for
administrators (Repository and Platform, respectivegd any of these operations, although the short lifespan of the
that the administrators have CA-signed certificates (orlia vaProxy Certificate adds some complexity. For example, if Bob
chain of certificates back to the CA). The implication is tha@ncrypts something for Alice using her PC’s public key, and
there is a valid certificate chain from each of the platfornie PC expires before Alice decrypts the message, then she
back to the CA. Since both the repository and platform trukses the message. If Alice signs something with her tenmpora
the CA, they have good reason to believe the client-side S8tivate key, and Bob attempts to verify the message after
authentication. Alice’s PC has expired, the signature is meaningless. Havin
The second step is for Alice to authenticate herself to tigob deal with Alice’s long-term certificate would be ideal,
repository. SHEMP is agnostic with respect to how authenfut then Alice needs a way to ask the repository to perform
cation is accomplished. For prototyping purposes, Alicesusprivate key operations on her behalf.
a username/password, but for stronger security, Aliceccoul We designed and implemented decryption and signing prox-
use an authentication technique which cannot be interdeptes on the repository to solve this problem. They allow Alice
by rogue processes on the client. For instance, Alice couln turn a message encrypted with her long-term public key
use some other keypair (possibly stored on a token) fimto a message encrypted with her temporary public key, and
authentication purposes or she could use biometrics, etc. turn a signature generated with her temporary private kiy in
Once both Matisse and Alice have authenticated, the repassignature generated with her long-term one. This way, Bob



just has to deal with Alice’s long-term certificate, and ig nde.g., if the keyjacking malware were propagated by a worm
required to know anything about SHEMP. These applications virus), leaving it almost certain that Alice will be kegjeed.
do not explore novel cryptographic techniques such as proxyUnder the SHEMP approach, there is only one machine
re-encryption schemes [1], but are still novel contribngio which houses users’ private keys: the key repository. (Albu
in themselves, as they explore the use of PCs for stand#ind SHEMP design allows for a number of repositories, but we
private key operations; until now, they have only been usedivision a small number of repositories in relation to dken

for authentication and dynamic delegation. Centralization shrinks the TCB from thedesktops to just one
key repository when no one is using the system. When Alice
V1. EVALUATION needs to use her key, she requests that the repository eékiend

) ] TCB to cover her machine during the duration of her session.
In Section Ill, we argued that a solution to the deskiop,ncretely, this is accomplished by the repository sigrang
PKI problem must be secure, usable, and give users mobilgy,o . jived PC for a temporary key on Alice’s current degkto
SHEMP meets these criteria, and thus makes desktops usg|g TcB at some timeis the repository’s TCB plus the TCB

PKI clients. of whatever clients are involved in active sessions (i.aveh
valid PCs) at timet. If we let TCB,., be the repository’s
A. Security TCB andp be the number of valid PCs at time we can

Before we offer a security analysis of SHEMP, we state éjnenote SHEMP's total TCB at timeasT'(t), where:

important assumption which holds throughout our analysis:
the level of security in SHEMP (or any system) cannot be

measured with a single bit. It isot the goal of our analysis o )
to conclude some meaningless statement such as “SHEMP\§$ume that organizatios' uses SHEMP, and that organi-

secure.” Rather, our analysis aims to illustrate how SHEME&tion O does not. Additionally, assume that they have the

can be used to increase security in a wide range of envirci@Me number of users and desktops (denpjednd that one

ments with possibly different threat models. We show hofleSKIOp is serving as's key repository (leaving' with n —1

SHEMP creates a framework which makes it possible to buifd€nts). The TCB atS is never greater thaw's TCB, i.e.,

a secure PKI environment (i.e., one which minimizes the risk : |T(t)] < |T| because:

and impact of key disclosure) under an array of threat models
1) Minimizing Risk: SHEMP decreases the risk of private

key disclosure in a number of ways. First, SHEMP removes

users’ keys from the desktop and places them in a credenfial see why this statement is true, assume that every user in

repository which is administered by a professional. PlgcinS has a valid PC at some time In this casep = n — 1,

keys in a repository shrinks the TCB. The TCB is expandeshich yields the same size TCB &3. The implication is

to cover the desktop only when needed, and only for a shdat if any client desktop does not have a valid PC, then

period of time. Second, by using secure hardware when avdiie SHEMP approach shrinks the TCB. Furthermore, Alice’s

able, SHEMP can reduce the TCB size even further. Finallgolicy statement may disqualify some clients from using her

by including environmental information (i.e., repositaapd key, thus shrinking the TCB even further.

platform attributes) in each user's PC, relying parties can SHEMP also minimizes the risk of private key disclosure

decide for themselves whether they should trust the requedty placing all of the private keys under the control of a tedst

Getting Keys Off of the Desktop Since the TCB is a entity: the Repository Administrator. The Repository Admi

finite set of software and (possibly hardware) componenigg.""tr?r.w'” likely tﬁ clct)sely.relatﬁd t%th,?f.o rgtaniaz\a:ﬁirqmt
we can represent TCBs with set notation as thel3€tB. which issues certificates (i.e., the Certificate Authoritf)

We consider the TCB of the current client-side approach ?&?C_ia“St I more likely to_protect th_e _private keys_than an
be the union of the TCBs of all of the client desktops individual user is. Thgs, Iettmg aspeuah_st care for thiegie

in the domain. We denote the this total TCB &s where: keys decreases the risk of private key disclosure.

T = J,TCB; . If any oneof the n desktops in Alice's  Using Secure HardwareAs we discussed in Section IV,
domain have the keyjacking malware installed, then anyosecure hardware can shrink the TCB. Highly secure devices
who uses that desktop will have their key stolen or misuseslich as the IBM 4758 can provide a separate security domain
Solutions which encourage mobility (i.e., allowing useos tfrom their host, while secure platforms such as Bear can
store their private keys on USB dongles) actually make matt@rovide some level of protection, and cost significantlysles
worse, as a compromised machine is likely to service a numltban an IBM 4758. SHEMP reduces the TCB (and hence, the
of users. In this case, all of the users of the compromisedk of private key disclosure) further by taking advantade
machine will have their key stolen or misused. If we assunsecure hardware, when and where available.

that ¢ of the desktops are infected with keyjacking malware, Since the keys reside in a central location (i.e., the reposi
then Alice has ac/n chance of having her key stolen ortory), we envision that the repository will utilize some fioof
misused. If the desktops are all roughly the same in terrascure hardware. The repository application could be ngni
of OS and software, and an attacker can compromise oneiroecure hardware, and the private keys could be storedkinsi
them, then it is likely thatc can approachn very quickly The organization’'s threat model should dictate the level of

p
T(t) = TCByep U U TCB; .

i=1

< O TCB;

i=1

p
TCB,ep U | JTCB;

i=1




10

secure hardware that they adopt. For maximum security, theng forensic information. Since all accesses to use Alice
repository should run in a device such as the IBM 4758, ampdivate key are received by the SHEMP repository, therg®xis
the clients should minimally use something like Bear. Tha central log of Alice’s private key activity on the reposito
use of secure hardware allows organizations with SHEMP lo the event that Alice’s key is compromised, investigators
shrink the TCB even further, thus further decreasing thle rimeed only look in one place for information. Furthermore,
of private key disclosure. since the SHEMP repository software can run inside of secure

Describing the TCB Finally, SHEMP minimizes the risk of hardware, SHEMP can secure the logs themselves by keeping

key disclosure through the use of the environmental atigu them inside of the hardware. The lOQS. CO_UId be cryptogrgphl-

(found in the Repository and Platform Attribute Certific)ate.call.y.prOteCtecI to prevent tamper or viewing by unaut.h.cnhze

and KUPs found in each Proxy Certificate’s PCI extensio'rnd'v'duals' In the event of a key COmPromise, the orgarorat

SHEMP mandates that all of this information be includety\.’OUId not only hf”“’e a ce.n.tral'locatlon for the logs, but can

This approach gives useful information to relying partieéj,rOteCt them against modification.

allowing them to adjust their trust in the client based on the

environment. Relying parties are thus aware when a clidht Usability

generates a temporary key under conditions which are likelyln order to show that SHEMP is usable, we need to

to result in key disclosure, and have the possibility totithe show that developers and administrators can understand and

key’s use. The usability of the policy statements in the esint construct valid policies to solve real security problemse-i.

of building applications will be examined below. the policy mechanism must be a valid medium for developers
2) Minimizing Impacts:In addition to minimizing the risk and users to express their mental models. Furthermore, we

of a private key disclosure, SHEMP minimizes the impact ofeed to show that the computational overhead introduced by

such a disclosure. First, a successful keyjacking-styieckt SHEMP’s policy mechanism and use of extra keypairs does

only gives the attacker access to a temporary keypair, anot make the system unusable from an end user’s perspective.

:Jhnly' for at“T'teg. pelznod Oft t'?]e' Seco.nd,t'SHEMP' re?uges User Study To see whether the policy mechanisms were
€ Impact ot a disclosure to the organization by Simp Igylnu:sable, we conducted a user study consisting of eight sub-

af‘d shrinking the size of Cert|f|cate Revocatlon L|_sts (CRLSects which are highly representative of the types of people
Finally, SHEMP makes forensics easier by consolidatingl (al ho would be tasked with constructing SHEMP policies.

possibly protecting) the audit trail. Our user study outlined some real application designs taken
Closing the Window SHEMP minimizes the impact of from Dartmouth’'s Grid community. We gave the application
private key disclosure at the client by only allowing thelesigns to subjects who would likely fill the roles of the
temporary key to be used for a short time. Under SHEMRepository Administrator, the Platform Administratordathe
the key issued on the client’s desktop is valid for a numb&aA. We were interested in evaluating whether the partietdcou
of hours (our prototype defaults to two hours). This smaflenerate a meaningful set of policies which represent angive
time window limits the opportunity for a successful attackemental model, how many tries it took them, and their feedback
to use the victim’s key. The set of operations that an attackegarding the difficulty of their task.
can perform with a stolen key is possibly further limited by Once users had completed the test, they were asked to
the victim's KUP. A successful attacker may not have accessmplete and return a survey. Compiling the survey dataded t
to the encryption or signing proxies (or other resources anfew interesting discoveries. First, there was an invetse ¢
the domain) depending on how the victim has set her KURlation between the number of machines under the subject’s
Therefore, a restrictive KUP can also limit the impacts of eontrol and the number of mistakes the subject made. The
private key disclosure. subjects who administered the most machines made the fewest
Revocation SHEMP minimizes the impact to the organizafnis'[ake.‘c" Seconq, of thg subjects who had configured other
é)pllcatlon security policies (such as Apache or MySQLl), al

tioniin the. case of a key compromise. In'many 'status'quo P.K Ut one of them said SHEMP was easier to configure. The one
compromised keys are revoked by placing their certificeti® in

) o who said it was harder recommended using a GUI, and giving
a CRL or anOnline Certificate Status Protoc¢OCSP) server. 2 users a way to go back. Many thought that the structure of

Keeping CRLs up to date and distributing them are non-llriw%e tool was helpful; they liked the question and answer tone

problems in PKI space. . X ) ) .
Since only the SHEMP repository can use Alice’s privaurlaather than having a random access configuration file to edit.

key, SHEMP (like SEM [2]) can effectively revoke a user’

in Alice (or anyone with Alice’s login information) bein previous set of options. Finally, the subjects leaned tothise
Y 9 9 tool rather quickly: no one reported running any of the gsrip

unable to log on to the repository and make requests to USE\e than three times.

her private key. This approach reduces the size of CRLs an he overall results were positive. Half of the subjectstbuil

the amount of work for the administrative staff. . - .
perfect policies, and of the remaining half, no one missed
The Audit Trail SHEMP minimizes the impact of a privatemore than one operation out of eight. Every mistake resulted
key compromise by consolidating the audit trail used fohgatfrom a typographical error, such as a misspelled word or
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failure to respect case sensitivity. These results sughest uses the time to transport the messages over the network,
a policy generation tool which does not allow users to makeerform a policy check, perform a public key operation (@ith
such mistakes (possibly by doing input validation or préisgn to verify the message or to encrypt the message with Alice’s
users with a graphical menu of options to choose from) woutdmporary public key), and perform a private key operation
yield better results. The results indicate that the SHEMIRpo (either to sign a message with Alice’s long-term private key
mechanisms are usable, but a good policy construction soolor decrypt a message which was encrypted with her long-term
essential. public key). From s user’s perspective, using SHEMP doubles

Performance In order to show that the overhead introducegﬂIe time it takgs' to perform a pr!vate key opgratmn. .
However, this is not as bad as it appears. First, the exti tim

by SHEMP does not make the system unusable to end users

we conducted a performance analysis. Performance is not egeded for SHEMP may not be noticeable to humans. Over
most interesting aspect of SHEMP, but since a third par;h average of the ten decryption operations performeden th

: . . Different Network” configuration, SHEMP takes the time of
is contacted for all private key operations, we expected

slowdown and wanted some quantification. If SHEMP keetﬁe operation frprr222.3 milliseconds to487.8 milliseconds.
. ) . uman perception cannot detect the slowdown. If the network
users waiting for long periods of time to perform key opera-

. . ' . Is lagging, then the time of the operation is likely to groveev
tions, then users are likely to find faster solutions, evethat more, but then any application using the network will feel a
expense of security.

loss of performance as well. Second, it is possible to reduce
We u.sed our prototype t‘? measure thg overhgad of RS overhead by using cryptographic acceleration hardware

gener_auon and the decryption and SIgning . proxIes. As_, Sur prototype repository used the default Java cryptogcaph

baseline, we compared SHEMP to a simple Java appllcﬁ}'ovider to perform the operations. If we run the repository

tion which we call the SHEMFCrypt oAccessory. The _an IBM 4758, we could exploit the cryptographic acceleratio
Crypt oAccessory performs the standard cryptographlqsubsystem to improve performance

operations (encryption, decryption, signing, and veriiag Our performance analysis indicates that the overhead in-

using a locally-stored keypair, and without third-partyalve- 4, ,ced by SHEMP does not make the system unusable.
ment. While the performance hit is statistically significant, itnca

We measured the slowdown for three operations (Genergig improved via specialized hardware, and users are uplikel
Proxy Certificate, Decrypt, and Sign) on three network cORy npotice the slowdown anyway.

figurations. The operations consisted of generating an RSA

keypair, using it to decrypt a message, and then using itto [ Op [ Local | Same Seg| Diff. Net [ Avg. |
sign a message. For the first configuration, we put the SHEMP GenPC|| 3.69% [ 1.94% 433% | 3.32%

lient and the r itorv on th me machine. th limi- Decrypt || 54.95% | 42.64% | 54.42% | 50.67%
client and the repository o € same machin€, thus € Sign 40.22% | 49.04% | 57.51% | 48.92%

nating network delay altogether. In the second configunatio
we placed the client and repository on the same Ethernet
segment, so as to simulate a Local Area Network. For the fina
configuration, we put the client and repository on differer@. Mobility
networks by putting the client on our campus-wide wireless syeMp gives users mobility without sacrificing security.
network. In our prototype testbed, we have three client desktopstwhic
We averaged ten runs with o@r ypt oAccessory and gare assigned a different set of security attributes. Thitdps
SHEMP, and then calculated the slowdown introduced by “ﬂ@present low-, medium-, and high-security machines ¢high
SHEMP overhead as a result of using the proxies on tBecurity machines being ones armed with a TPM). We are
repository to perform the operations. The SHEMP overheage to access our private key from each one, subject to the
also includes the time for the policy check on the repositoryestrictions in our KUP. The mobility of SHEMP stems from
The repository (and decryption and signing proxies) locagge fact that it is based on the MyProxy design. The use of the
all of the policies and attribute certificates, verify theig- credential repository approach allows SHEMP users to acces
natures, and pass the information to the PDP for evaluatiqfejr key from anywhere, provided that they can access the
Performance results are given in Table I. key repository. MyProxy’s mobility is what led us to use it as
The column labelled "Avg.” is an average over the results foundation for the SHEMP design in the first place. In all
of the different configurations. The results indicate thalyo fairness, we can claim that SHEMP is as mobile as MyProxy.
3.32% of the time spent generating a PC is used by SHEMP.SHEMP excels in the security properties which are main-
This extra time that SHEMP introduces is used to transpa#ined during migration. Again, the current client-side in
the unsigned PC over the network, verify the current envirofrastructure makes migration risky by using unsafe trartspo
ment’s attribute certificates, perform a policy check aghinformats. The use of a secure transport format such as Sa-
Alice’s KUP, sign the PC, and return the signed PC to Aliceired [22], [23], [24] could provide some benefits, but it is
The othet96.68% of the time is spent generating the temporargot necessarily a part of what we consider the current elient
keypair on the client. side infrastructure. MyProxy is an improvement in that atév
The performance results for the proxies are less impressikeys typically stay on the repository, and only PC are given
indicating that roughly half of the time spent performing thto the user. However, MyProxy does not consider Alice’s
operation is introduced by SHEMP. In these cases, SHEMRvironment when deciding whether or not to allow Alice to

TABLE |
LOWDOWN COMPARED TO LOCAL PRIVATE KEY OPERATIONS



use her private key. As long as Alice (or anyone else) cafr]

authenticate to the repository, it will grant her full acede
her key.

(8]

SHEMP takes the MyProxy approach a step further by

actually checking the security properties of the currenti-en

ronment, and then consulting Alice’s KUP to see if it shouldg,
grant the request. Concretely, the SHEMP repository uses
the platform authentication step to identify the requestin

platform. As discussed in Section V, the repository gives t
attributes contained in the Platform and Repository Adiieh

10l

Certificates along with Alice’s KUP to a PDP for evaluation(11]
If the PDP returns “Permit”, then the request is granted.
SHEMP’s use of environmental information in making its

access decision gives users the same amount of mobility[:&

the MyProxy approach, while simultaneously providing axtr

security.

VIl. SUMMARY

This research began when we discovered numerous pr&i}

(23]

lems with the current client-side approach to deploying .PKI
By exploiting the large TCB of modern desktops, an attackgrs)

can either steal private keys outright or use them at widlyle
ing desktops unsuitable for PKI. Starting with the problesfis [16

the current approach, we derived a set of criteria for making
desktops usable PKI clients. As we established in Section IIL7]
any solution which claims to make desktops usable for PKI

must address security, mobility, and usability.

Starting with the approach employed by the Grid conii8]
munity (i.e., the MyProxy online credential repository)e w 19

designed a system which makes desktops usable PKI clients:

SHEMP. SHEMP meets the criteria we established in Sdgo]
tion Ill. In Section VI, we offered a security analysis of[21
SHEMP, illustrated how it minimizes the risks and impactgy]
of a private key disclosure, and how it can defend against the

keyjacking attacks of Section Il. We discussed how SHEMB®

maintains security while providing mobility through theeusf
environmental attributes and Key Usage Policies. Finalky,

(24]

showed that SHEMP is usable by presenting the results of &t

usability study and performance analysis. The resultcatdi
the SHEMP’s policy framework can be used to accurate
capture a mental model of the system given the right too
and that SHEMP’s overhead is imperceivable by humans.
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